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Australian National Security 
Agencies

Commonwealth Ombudsman
Control: Responsible to the Prime Minister but operates independently and reports to Parliament.
Powers: independent administrative oversight of the AFP, ACIC, AUSTRAC and ABF, investigating complaints and 
systemic issues concerning the legality, reasonableness and procedural fairness of their actions, and conducting 
statutory inspections of coercive and surveillance powers (particularly for AFP and ACIC). The role is review and 
accountability, not operational control or merits review and not National Security related issues covered by the IGIS.
 Secrecy; Secrecy obligations apply to specific nature of their work and the need to balance confidentiality with 
transparency and accountability. Annual Report 

Minister for Home 
Affairs

• May issue directions to AUSTRAC on matters 
relating to the performance of its functions.

• Has strategic and policy control over the ABF 
including decision making powers relating to visa 
cancellations, deportations, and the handling of 
high-profile immigration case,

• May provide general guidance and direction to 
the AFP on matters of national significance or 
relating to law enforcement priorities.

• Oversees the strategic direction and functioning 
of the ACIC

Minister for 
Defence

Prime 
Minister

Minister of 
Foreign Affairs 

and Trade

Australian Federal Police (AFP) 
Purpose: Includes enforcing federal criminal law and protecting Commonwealth interests from criminal activity 
in Australia and overseas. combating complex, transnational, serious, and organized crime.
Powers; Arrest, detention, search and seizure under warrant, surveillance, forensic investigation, special 
powers to investigate and disrupt terrorists, to counter foreign interference, cybercrime and child exploitation.
Immunities: AFP officers from personal civil liability for acts done in good faith in the exercise or purported 
exercise of their powers under the AFP Act or other laws. 
Secrecy; It is an offense for current or former AFP members or other authorized personnel to disclose without 
lawful authority information including operational methods, ongoing investigations, identities of informants, and 
sensitive intelligence
Annual Report 

Attorney-General

Australian Transactions Reports and Analysis Centre (AUSTRAC)
Purpose: Intelligence collection and analysis, regulatory oversight, international cooperation, education and 
outreach.
Powers: Banks, casinos, remittance providers must submit various reports to AUSTRAC, including threshold 
transaction reports , suspicious matter reports, and international funds transfer instructions.
Immunities: Officers are not personally liable for any loss or damage caused by anything done in good faith in 
the exercise or purported exercise of their powers
Secrecy: Officers, employees, and contractors. It prohibits unauthorized disclosure of information obtained in 
the course of their duties, except in specific circumstances authorized by the Act.
Annual Report

Australian Criminal Intelligence Commission (ACIC) 
Purpose: Intelligence Agency for collecting and analysing criminal intelligence, investigating serious and 
organized crime, establishing and maintaining national policy systems, assessing and reporting on crime 
trends and threats.
Powers: Summoning witnesses to answer under oath, compelling testimony, power to seek prosecution for 
contempt, Search under warrant, covert surveillance, interception under warrant, conduct of operations 
involving normally illegal activities to gather evidence, use of coercive powers in special investigations and 
operations.
Immunities: ACIC officers are not personally liable for loss or damage caused by anything done in good faith 
in the exercise or purported exercise of their powers under the Act. The Australian government) indemnifies 
ACIC officers against liability for actions taken in good faith in the performance of their duties.
Secrecy: It is an offence for current or former ACIC employees, Board members, or examiners to divulge 
Information obtained during examinations, operational methods and techniques, identities of witnesses and 
informants or details of ongoing investigations acquired in the course of their duties, except for specific 
purposes outlined in the Act.. It is an offence to disclose information that could prejudice a controlled 
operation or identify those involved.
Annual report

Office of National 
Intelligence (ONI)

Purpose
To provide strategic leadership of the 
NIC, intelligence assessment and 
advice, oversight and evaluation of the 
NIC, to engage with international 
partners and undertake other tasks 
conferred by the Prime Minister. To 
conduct research and analysis on 
national security, foreign policy, and 
economic issues to produce intelligence 
assessments.
Powers
The heads of intelligence agencies and 
other relevant entities (including law 
enforcement agencies, government 
departments) are required by law to 
cooperate with ONI in the performance 
of its functions. Authority to request and 
receive information from any Australian 
government agency for the purpose of 
performing its functions. This includes 
access to classified information and 
intelligence reports from other agencies 
within the NIC.
Immunities
ONI officers and employees are not 
personally liable for any loss or damage 
suffered by a person from anything 
done in good faith in the exercise or 
purported exercise of their powers 
under the ONI Act as long as their 
actions are not malicious, reckless, or 
outside the scope of their authority. 
Exempt from the Privacy Act but subject 
to Privacy Rules and the PSPF
Secrecy
It is an offence for ONI officers, 
employees, or contractors to divulge 
without lawful authority information 
obtained performing ONI function, 
information that could identify an ONI 
employee, agent, or source of 
information, operational methods or 
capabilities of ONI and Information 
communicated in confidence by another 
agency.
Supervision
The ONI can be scrutinized by the 
PJCIS, may be subject to performance 
audits by the Auditor General and is 
subject to the Public Interest disclosure 
Act 2013.
Reporting
The D-G must provide an Annual 
Report to the Prime Minister covering 
ONI's activities, performance, and use 
of resources during the financial year. 
The D-G must brief PJCIS at least once 
each calendar year

Inspector-General 
of Intelligence and 

Security (IGIS)

Australian Secret 
Intelligence Service (ASIS) 

 
Purpose
Foreign intelligence collection to protect 
Australia and its interest, including using 
HUMINT from agents outside Australia. 
Identifying and assessing threats, 
informing decision making, supporting 
military operations, contributing to other 
national security agencies and 
cooperation with international partners.
Powers
• Conduct covert operations overseas 

including use of false identities, 
undercover agents, false identities 
and other deceptive techniques.

• Conduct SIOs to disrupt or influence 
foreign entities or events including 
disruption of terrorist attacks and 
counter proliferation activities.

• Interception of communications 
outside Australia without a warrant.

• Cooperation with foreign agencies. 
Immunities
• Officers are not personally liable for 

acts done in good faith in the exercise 
or purported exercise of powers under 
the Act.

• This protection extends to tortious 
(causing harm or loss) or criminal acts 
provided they are done in performing 
functions and with a genuine belief 
that they are lawful.

• The Minister may authorize activities 
that would otherwise be unlawful in 
Australia if they are necessary for 
performing ASIS functions.

Secrecy 
It is a criminal offense for current or 
former ASIS officers, employees, or 
contractors to divulge information 
regarding its activities including 
information obtained performing ASIS 
functions, identities of ASIS officers or 
sources, and operational methods without 
lawful authority. Exempt from the Privacy 
Act but subject the PSPF and exclude the 
identity of Australian citizens from its 
reports see ASIS Privacy Rules.
Supervision
The D-G is appointed by the Governor 
general on recommendation from the PM. 
Required to brief the Leader of the 
Opposition on security related matters. 
SIOs must be authorized by the Minister 
for Foreign Affairs. The IGIS oversees 
ASIS's activities and investigates 
complaints. The PJCIS reviews ASIS's 
operations and reports to Parliament.
 Reporting
ASIS is required to provide an Annual 
report to the Minister, detailing its 
activities, including the use of its powers.

Australian Geo-Spatial Intelligence Organisation (AGO)
Purpose
GEOINT including researching, collecting, analysing, managing, maintaining and 
disseminating geospatial information to support Australia's defence and national 
security interests.
Powers
Access to a wide range of geospatial data and imagery sources, including classified 
and sensitive information. utilizes advanced technologies, such as satellite imagery, 
aerial photography, and remote sensing, to collect and analyse geospatial data. 
Collaboration with other intelligence agencies, both domestically and internationally. 
Under specific circumstances and with a warrant, AGO officers may enter premises 
to install, maintain, or operate equipment for collecting geospatial information.
Immunities
AGO officers are not personally liable for loss or damage caused by anything done 
in good faith in the exercise or purported exercise of their powers under the Act. 
Protected from trespass when acting under a warrant. Exempt from the Privacy Act 
but subject the PSPF
Secrecy
It is an offense for AGO officers, employees, or contractors to divulge without lawful 
authority information obtained performing AGO's functions, relating to the identity of 
AGO officers or sources of information and/or methods or capabilities of AGO for 
collecting, analysing, or communicating GEOINT.
Supervision
Actions are exercised by the D-G of AGO. AGO's activities are subject to oversight 
by the IGIS and the PJCIS. These bodies can investigate complaints and hold AGO 
accountable for any abuses of power or unlawful activities.
Reporting 
The activities of the AGO may be included in the annual report of the PJCIS and or 
Defence.

Australian Security 
Intelligence Organisation

 (ASIO)  
Purpose
Within Australia, to identify, investigate, 
and counter threats to Australia's 
security from espionage, sabotage, 
politically motivated violence, promotion 
of communal violence, attacks on 
Australia’ defence system, acts of 
foreign interference, threats to territorial 
and border integrity, all whether 
originating from or committed in 
Australia. Cooperation with foreign 
agencies.
Powers
• Execution of access, questioning 

detention and communications 
warrants. 

• Access to data including 
telecommunications metadata. 

• Cooperation with foreign 
intelligence agencies.

• Provision of protective security to 
government and industry.

Immunities
• Officers are not personally liable for 

acts done in good faith in the 
exercise or purported exercise of 
powers under the Act.

• Protection extends to tortious 
(causing harm or loss) or criminal 
acts provided they are done in 
performing functions and with a 
genuine belief that they are lawful.

Secrecy
It is an offence for anyone to disclose 
information obtained in performing 
functions, relating to the identity of 
officers of ASIO, operational methods 
or capabilities and or special 
intelligence operations. Exempt from 
the Privacy Act but subject the PSPF
Supervision
The D-G is appointed by the Governor-
General on recommendation of the PM 
after consultation with the leader of the 
Opposition. Required to brief the 
Leader of the Opposition on security 
related matters. The ASIO Act sets out 
controls use of powers. Warrants are 
issued by judges, there is Inspector-
General investigative and review 
powers, the PJCIS has power to review 
and report. The IGIS oversees ASIOs 
activities and investigates complaints. 
Reporting 
ASIO must issue an Annual Report to 
the Minister regarding activities, 
performance and compliance with the 
act.

National Security Committee

Power issue general or specific directions as to 
priorities, targets, use of specific power. The A-G 
cannot direct ASIO as to the advice it should 
provide to government.

Defence Intelligence Organisation (DIO)
Purpose
To undertake intelligence assessment, advice, and support to 
Defence decision-making.
Powers
Access to a wide range of classified information from various 
sources, including SIGINT, HUMINT, GEOINT. Collaborates 
with other Australian intelligence agencies, such as ASIO, 
ASIS, and the ASD and international partners. Has access to 
advanced technology and resources for collecting, 
processing, and analysing intelligence data. This includes 
access to secure communication networks, data analysis 
tools, and specialized software.
Immunities
Some protection for intelligence officers, including DIO 
employees, from personal liability for acts done in good faith 
in the exercise of their powers under the Act not including 
immunity for criminal offences. Exempt from the Privacy Act 
but subject the PSPF
Secrecy
It is an offense for current or former intelligence officers or 
employees to divulge information relating to defence 
capabilities, operations, and sensitive intelligence. without 
lawful authority.
Supervision
Ministerial, Parliamentary via the PJCIS, and by the IGIS.
Reporting 
Reports to the IGIS, who oversees the legality and propriety 
of the activities of all Australian intelligence agencies and 
provides information and briefings to the PJCIS,

NB: The DIO is not a statutory body it operates in the 
Defence Department under the DIO Mandate.

May issue directions and guidelines 
to the ASIS on the performance of 
their functions including guidance 
and constraints on how specific 
powers are used, forming a type of 
internal control.

Description
Operates as a Cabinet committee; its decisions generally have Cabinet 
status, with significant spending decisions subject to Expenditure Review 
Committee processes.
Purpose
Considers highest-priority, highest risk and strategic national security 
matters

Control
An independent statutory office appointed by 
the Governor-General and operating 
independently of government
Purpose
Overseeing the activities of Australia's 
intelligence agencies and the intelligence 
functions of AFP, AUSTRAC and the 
Department of Home Affairs. including that 
intelligence agencies operate within the law 
and comply with relevant legislation, 
Ministerial guidelines, and directives, 
Intelligence Agencies must also operate in a 
manner consistent with Australia's human 
rights obligations. To assist Ministers to 
ensure accountability of National Security 
Agencies.
Powers
To access to information, compel 
cooperation, and maintain the independence 
of the IGIS's office including the IGIS can 
request and obtain any document or 
information held by an intelligence agency 
that is relevant to their investigations or 
reviews, summon witnesses to appear and 
give evidence under oath, enter premises 
occupied by intelligence agencies to inspect 
documents, records, or other materials 
relevant to their investigations, power to 
receive and investigate public interest 
disclosures (whistleblowing) about 
wrongdoing within intelligence agencies. The 
IGIS can also recommend protection for 
whistleblowers from reprisals.
Immunities
IGIS officers are not personally liable for any 
loss or damage (including defamation) 
caused by anything done in good faith in the 
exercise or purported exercise of their 
powers under the IGIS Act.
Secrecy
It is an offense for IGIS staff to divulge 
information obtained in the course of their 
duties, including in relation to complaints 
and investigations.
Supervision
Works closely with, and reports regularly to, 
the PJCIS, which can request IGIS inquiries 
into operational activities. 
The D-G of IGIS is appointed and can be 
removed from office by the Governor-
General on the grounds of misbehaviour, 
incapacity, or bankruptcy.
Reporting
The IGIS is required to submit an Annual 
Report to Parliament outlining their activities, 
findings, and recommendations. This 
reporting ensures transparency and 
accountability in the oversight of intelligence 
agencies. Interface with PJCIS: IGIS may 
inquire at PJCIS request and provide a 
written response subject to security limits; 
IGIS briefs PJCIS at least annually 
 

Can direct:
• the D-G of ASD on various matters, including 

operational priorities, specific intelligence 
activities, and resource allocation.

• the D-G of AGO is subject to direction including 
as to priorities, operations and resource 
allocation.

Has overall responsibility for the DIO and can 
provide general policy guidance but cannot direct 
the DIO on the content or conclusions of its 
intelligence assessments, ensuring the agency's 
analytical independence.

Australian Signals 
Directorate (ASD) 

Purpose
To collect, analyse, and disseminate 
intelligence about the capabilities, 
intentions, or activities of people or 
organizations outside Australia including 
foreign SIGNINT collection and analysis. 
Conducting counter-intelligence 
activities, which can involve 
cybersecurity operations to protect 
Australia's interests including against 
offensive cyber operations and 
enhanced information-sharing 
capabilities with other agencies
Powers
To collect intelligence from 
communications including intercepting 
and decrypting foreign communications 
for intelligence purposes without a 
warrant. With Ministerial authorization 
conducting an activity undertaken 
outside of Australia for the purpose of 
obtaining intelligence, preventing or 
disrupting activities harmful to security, 
or influencing events or the actions of 
people or organizations outside 
Australia. Cooperation with foreign 
agencies.
Immunities
ASD officers are not personally liable for 
acts done in good faith in the exercise or 
purported exercise of their powers under 
the Intelligence Services Act 2001. The 
Minister for Defence can authorize ASD 
officers to engage in activities that would 
otherwise be unlawful in Australia if they 
are necessary for performing ASD 
functions. Exempt from the Privacy Act 
but subject the PSPF
Secrecy
It is a criminal offense for current or 
former ASD officers, employees, or 
contractors to divulge information 
relating to ASD's functions or SIO’s, 
information that could identify an ASD 
employee or agent and operational 
methods or capabilities of ASD. It is a 
criminal offense to disclose information 
that would prejudice an SIO, reveal its 
existence, or identify individuals 
involved.
Supervision
Required to brief the Leader of the 
Opposition on security related matters. 
The PJCIS can inquire into ASD's 
operations, review its budget, and 
assess its compliance with the law. The 
conducts performance audits of the 
Auditor-General ASD to assess its 
efficiency, effectiveness, and compliance 
with financial management practices.
Reporting
Provides an Annual Report to the 
Minister for Defence which (with 
redactions) is tabled in Parliament. 
Provides briefings and reports to the 
PJCIS.

Power to give directions to the D-G 
concerning the performance of ONI's 
functions or the exercise of ONI's 
powers. The D-G of the ONI is not 
subject to direction in respect of the 
content of, or any conclusions to be 
reached in, any advice given in any 
report or assessment prepared, by ONI.

Independent National Security Legislation Monitor (INSLM)
Control:Independent authority appointed by and reporting to the Attorney-General
Purpose: Reviews and makes recommendations regarding Australia's counter-terrorism and national security 
legislation.
Powers: Own Motion Reviews, undertake references from the Attorney General, undertake references from 
Parliamentary committees. has power to access information. Compel witness and documents, conduct hearings.
Liability: The INSLM and staff are granted immunity from civil and criminal liability for actions taken in good faith in the 
performance of their duties.
Secrecy; The INSLM and staff maintain the confidentiality of classified information obtained during its work.
Reporting: Must prepare and submit an Annual Report to the Attorney-General. 

At date of publication also includes the Minister for the Defence 
industry and Pacific Island affairs.

Foreign Investment review board
Applies a national interest and a national security test to foreign to applications for foreign investment.

Treasurer

Agency Legislation INSLM: Independent National Security Legislation Monitor Act 2010 

ABF: Australian Border Force Act 2015 ONI Office of National Intelligence Act 2018

ACIC: Australian Crime Commission Act 2002 Regulatory Legislation
AFP: Australian Federal Police Act 1979 Cybercrime: Criminal Code Act 1995

ASIS, ASD, DIO and AGO: Intelligence Services Act 2001 Foreign influence Transparency: Foreign influence Transparency Scheme Act 
2018, Criminal Code Act 1995 (see Schedule, Part 5.2, Division 92)

ASIO: Australian Security Intelligence Organisation Act 1979 Foreign Fighters: Criminal Code Act 1995 (see Schedule, Part 5.3, Division 
104)

AUSTRAC: Anti-Money Laundering and Counter-Terrorism 
Financing Act 2006 

Interception and Metadata retention: Telecommunications (Interception and 
Access) Act 1979

Commonwealth Ombudsman: Ombudsman Act 1976 Maritime Security: Maritime Transport and Offshore Facilities Security Act 2003

DIO and AGO: also the Defence Act 1903 Security of Critical Infrastructure: Security of Critical Infrastructure Act 2018

Foreign Investment Review Board: Foreign Acquisitions 
and Takeovers Act 1975

Surveillance: Surveillance Devices Act 2004

IGIS: Inspector-General of Intelligence and Security Act 1986 Cybercrime: Criminal Code Act 1995

Key Terms
A-G Attorney- General

D-G Director-General

GEOINT Geospatial intelligence

HUMINT Human intelligence

NIC National Intelligence Community: 
ACIC, AFP (intelligence functions), AGO, 
ASIO, ASIS, ASD, AUSTRAC (intelligence 
functions), DIO, Department of Home 
Affairs (intelligence functions), ONI

SIGINT Signals intelligence

SIO Special Intelligence Operation

Parliamentary Joint Committee on Intelligence and Security (PJCIS)
• Reviews the administration and expenditure of of NIC agencies (including ACIC) and the intelligence functions of 

AFP, AUSTRAC and Home Affairs.Information provided may be constrained.
• Reviews national security bills, expiring counter-terrorism/national security legislation including “own motion” reviews
• May request IGIS inquiries into certain operational activities.
• Briefed by the IGIS once per calendar year. Briefed by the Director General of the ONI once per calendar year.
Annual Report

Australian Border Force (ABF) 
Purpose: Border Protection and security, immigration and customs enforcement, counter terrorism and trade 
facilitation 
Powers; Questioning and detention, search and seizure, arrest and use of force, controlled operations, 
access to information, immigration detention and maritime powers. Subject to review by the National Audit 
Office and some decisions reviewable by the Administrative Appeals Tribunal 
Immunities: ABF officers are generally protected from civil and criminal liability for acts done in good faith 
while exercising their powers under the law. ABF officers are authorized to use reasonable force when 
necessary to perform their duties, such as detaining individuals, conducting searches, or preventing escapes. 
ABF officers are indemnified for any legal costs or damages awarded against them for actions taken in good 
faith while carrying out their duties.
Secrecy:ABF officers and other entrusted persons are prohibited from disclosing operational details, 
intelligence, investigation methods, personal information of individuals, and information that could compromise 
national security or prejudice law enforcement activities unless authorized by law or for a permitted purpose,
Annual Report 

Communications 
Surveillance

 an agency entitled 
to access 
telecommunications 
metadata for relevant 
purposes without a 
warrant.

 an agency entitled 
to request technical 
assistance, require 
technical access or the 
creation of a technical 
capability to assess digital 
information related to 
communications.

Department of Foreign Affairs
Secretary of the Department of Foreign 
Affairs and Trade

Department of Defence
• Chief of Defence
• Secretary of the Department of Defence

Key advisor Key advisor

Secretary of 
Department of Home 
Affairs

• Security of Critical infrastructure
• Countering Foreign Interference
• Transport Security including civil maritime security
• Intelligence functions defined by regulation subject to IGIS oversight 

Department of Home Affairs 

Key advisor Control is shared : Home Affairs has responsibility 
for operational control and capability delivery. The A-
G has responsibility for warrants and the integrity 
associated with use of coercive powers. 
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