/
Parliamentary Joint Committee on Intelligence and Security (PJCIS)
/ Prime \ / Minister for \ / Minister Of \ / Minister for Home \ Treasurer « Reviews the administration and expenditure of of NIC agencies (including ACIC) and the intelligence functions of

—

N t. n a| Sec rit Co m m ittee AFP, AUSTRAC and Home Affairs.Information provided may be constrained.
=" - : 1 Reviews national security bills, expiring counter-terrorism/national security legislation including “own motion” reviews
a Io u y M In ISter Can direct Defence Forelg n Affal rs . 4 t'Af.lt:aAIUrsﬁRAC . * May request IGIS inquiries into certain operational activities.
o o direct ) an direct: . ay issue directions to on matters 5 i ' '
Description | | | N | CP(;)r\]/\éeerr;[]ci)nggl\;re]ed;)rgrc_:ftl)?rr:]sa:)c;hsf[C))[\Clal‘s . the D-G of ASD on various matters, including and Trade relating to the performance of its functions. \ Ann%gles;lpgy;tthe IGIS once per calendar year. Briefed by the Director General of the ONI once per calendar year.
Operates as a Cabinet committee; its decisions generally have Cabinet functions or the exercise of ONI's operational priorities, specific intelligence _ o o « Has strategic and policy control over the ABF Atto rn ey-Ge neral \ /
status,_W|th significant spending decisions subject to Expenditure Review powers. The D-G of the ONI is not activities, and resource allocation. May issue directions and guidelines including decision making powers relating to visa < . | e ot t
gﬁ:nmlttee Processes. subject to direction in respect of the - the D-G of AGO is subject to direction including to the ASIS on the performance of cancellations, deportations, and the handling of qw?[r |ss;Je getnera orfspem .'F.: rec |on_?hasA<_)G / _ ) ) ) _ \
pose : 6 B ErEs. GOaElens 2l FesaEs their functions including guidance highiorofilelimmiarationicase priorities, targets, use of specific power. The Independent National Security Legislation Monitor (INSLM)
- - o T i i i i content of, or any conclusions to be P! » OP - " gn-protie gration ’ L cannot direct ASIO as to the advice it should . . .
Considers highest-priority, highest risk and strategic national security reached in, any advice given in any allocation. and constraints on how specific « May provide general guidance and direction to . Control:Independent authority appointed by and reporting to the Attorney-General
matters report or assessment orepared, by ONI Has overall responsibility for the DIO and can powers are used, forming a type of the AFP on matters of national significance or provide to government. Purpose: Reviews and makes recommendations regarding Australia's counter-terrorism and national security
’ ' provide general policy guidance but cannot direct internal control. relating to law enforcement priorities. legislation.
At date of publication also includes the Minister for the Defence \ / the DIO on the content or conclusions of its » Oversees the strategic direction and functioning \ / Powers: Own Motion Reviews, undertake references from the Attorney General, undertake references from
industry and Pacific Island affairs. intelligence assessments, ensuring the agency's \ / \ of the ACIC / Parliamentary committees. has power to access information. Compel witness and documents, conduct hearings.
analytical independence. Liability: The INSLM and staff are granted immunity from civil and criminal liability for actions taken in good faith in the
performance of their duties.
Secrecy; The INSLM and staff maintain the confidentiality of classified information obtained during its work.
T erorting: Must prepare and submit an Annual Report to the Attorney-General. /
8 Denartment of Def A Department of Foreign Affairs Key advisor " Control is shared : Home Affairs has responsibility h
epartment of Defence : it iverv. 3 _ _
. cunsrosm ‘ R ooty
« Secretary of the Department of Defence Affairs and Trade _ P _ y _ grity Applies a national interest and a national security test to foreign to applications for foreign investment.
Key advisor - ) Key advisor \_associated thh use of coercive powers. )
4 Department of Home Affairs @ R
Secretary of . Securitv. of Criticgl infrastructure
Department of Home Countering Fore.lqn. Interferenpg 5 . : :
|nS peCtO l'-Ge neral A  Transport Security including civil maritime security Australian Federal Police (AFP) @ 5
. * Intelligence functions defined by regulation subject to IGIS oversight Purpose: Includes enforcing federal criminal law and protecting Commonwealth interests from criminal activity
Of Intel I |gence and g J in Australia and overseas. combating complex, transnational, serious, and organized crime.
. Powers; Arrest, detention, search and seizure under warrant, surveillance, forensic investigation, special
Secu l'lty (IG IS) v ¥ \ powers to investigate and disrupt terrorists, to counter foreign interference, cybercrime and child exploitation.
Control / \ l , Immunitiefs:hAFP officers frdom f?]erZT:rILa'IA\ci;/il Iiaﬁ}ilityI for acts done in good faith in the exercise or purported
: : : . . exercise of their powers under the ct or other laws.
ﬁ\g |gdoe\:/z?rr]lgfgesr’:z’;:’ltoarxdogf:::r:ﬁﬁg|nted by Australian Slgnals Defence Intelligence Organisation (DlO) - Secrecy; It i§ an offensg for currgnt or formgr AFP members or chgr auth_orizgd pefrson.n.el to d.isclose without
independently of government Office of National Directorate (ASD) 2 Purpose - | / . \ / Australian Security Iawfulllaut.horlty information including operational methods, ongoing investigations, identities of informants, and
Purpose . Purpose To undertake intelligence assessment, advice, and support to Australian Secret i -7 sensitive intelligence
Overseeing the activities of Australia's Inte"'gence (ON I) To collect, analyse, and disseminate Defence decision-making. Intelligence Service (AS|S) Intelllgence Organlsatlon \Annual Report /
intelligence agencies and the intelligence intelligence about the capabilities, FONIE . . . . . (ASIO) oz @
functions of AFP, AUSTRAC and the _;P_urposz eadershio of h intentions, or activities of people or NEEEES D) lw 'dqe r%r}%e”\?_i_cll_'ajmﬁg_ Iggg}ﬁ.‘? ré;fril)rrg)varlous o Purpose
e i : 0 provide strategic leadership of the ot : o ; sources, including ) : . Collaborates . . . . . .
ﬁ?;’.ﬁ‘;tgﬂi’;ta"gf;%ﬁli ﬁgj;e'mﬂ?ﬂﬂéﬁgtv NIC, intelligence assessment and ?Or?:,‘g'nz gﬁ'gr;f’.,i#tiﬁfeﬁtﬁrz'@'Qﬁ,"a“,‘j';,‘g with other Australian intelligence agencies, such as ASIO, E;;%?]Sigtemg ence collection to protect Within Australia, to identify, investigate, / Australian Criminal Intelligence Commission (ACIC) @ \
and comply with relevant legislation, advice, oversight and evaluation of the Sardusiing catiEnaleees ' ASIS, and the ASD and international partners. Has access to Australia and its interest, including using and counter threats to Australia’s Purpose: Intelligence Agency for collecting and analysing criminal intelligence, investigating serious and
Ministerial guidelines, and directives, NIC, to engage with international activities, which can involve advancgd technology apd resources for collectl_ng_, HUMINT from agents outside Australia. Seﬁl{rlt}lll fromt_eSF;lodnaQ?, sabotage, . organized crime, establishing and maintaining national policy systems, assessing and reporting on crime
Intelligence Agencies must also operate in a partners and undertake other tasks cybersecurity operations to protect progestlg, el elelsing elligpnes ekle. Uls lusiees |dentifying and assessing threats, politically motivated violence, promotion genasianditnreats: : . .
manner consistent with Australia's human conferred by the Prime Minister. To Australia's interests including against access to secure communication networks, data analysis informing decision making, supporting of comr_nl,.mal violence, attacks on Powers: Summoning witnesses to answer under oath, compelling testimony, power to seek prosecution for
rights obligations. To assist Ministers to conduct research and analysis on offensive cyber operations and tools, and specialized software. military operations, contrib’uting to other Ausftrall_a defence system, acts Of_ _ contempt, Search under warrant, covert surveillance, interception under warrant, conduct of operations
ensure accountability of National Security natlonallse.curlty, foreign pollf;y, apd enhanced information-sharing Immunities . . . . . | national security agencies and foreign mterferenge, threats to territorial mvolwpg normally illegal activities to gather evidence, use of coercive powers in special investigations and
Agencies. economic issues to produce intelligence capabilities with other agencies Some protection for |nteII|g§ngg officers, mcludw_mg DIO _ cooperation with international partners. an.d_bor.der integrity, all w_hethgr ‘ operations. | | |
_ loyees, from personal liability for acts done in good faith originating from or committed in g Immunities: ACIC officers are not personally liable for loss or damage caused by anything done in good faith
Powers assessments Powers Spleny _ el y W feree Powers i 5 7 S . . L] 87 g 1247 : o
To access to information, compel Powers To collect intelligence from in the exercise of their powers under the Act not including . Conduct covert operations over ustralia. Cooperation with foreign in the exercise or purported exercise of their powers under the Act. The Australian government) indemnifies
: e : i ' ' e : . : : perations overseas agencies. ACIC officers against liability for actions taken in good faith in the performance of their duties.
cooperation, and maintain the independence Tphe healds Oftlnteftl'ltl'gen(('Je ?gd§n0|:as an communications including intercepting It;ﬂ;nsuunt;})e/;?’:hce”QénISII:OﬁenceS =xemptirom e Frvacy Ac Insiieling w=s e fEles weiiles. Powers Secrecy: Itis a?\ offence fory current or former AC?C employees Bgard members, or examiners to divulge
e Offica i : other relevant entities (including law : - o PSPFE e : : :
S;;Bi;? ;ﬁdsooﬂacii Igﬁ;ugg]cgum:r:? Olf ean enforcement agencies, government ?Onrc:ncizﬁir g g::gg ;nggg eCsOvr\::tmth!cC: tions Sgcrecy . . . ::geortc;]oevre(;:cgeepqi\‘j’éfi iﬁr:?qeun;:'es » Execution of access, questioning !nformation obtaingd during gxar.ninati(_)ns,. operatior)al methods and techniques, .identities of witnessgs and
information held by an intelligence agency departments) are required by law to N N T T It is an offense for current or fqrmer intelligence officers or . Conduct SIOs to disrupt or influénce detention and communications informants or_detal.ls of ongoing investigations acguwed in the course of their duhe:s, except for specific
that is relevant to their investigations or cogperate .WIth ONIl in j[he performance conducting an activity undertaken employggs to dlvulge information .r.elat!ng tc? defence. foreign entities or events including warrants. _ _ purposes outllmed. in the Agt.. It is an offence to disclose information that could prejudice a controlled
reviews, summon witnesses to appear and of 'ts. fuqctlons. AUthO”ty to request gnd outside of Australia for the purpose of eEpEloliles, Qperatlons, Sl GBSl El it disruption of terrorist attacks and 0 CEEESIe da}ta n Sl \operanon STy uness lnveltee. /
give evidence under oath, enter premises receive information from any Australian obtaining intelligence, preventing or lawful authority. o preliErEen ashiies telecommunications metadata. Annual report
occupied by intelligence agencies to inspect government agency for the purpose of disrupting activities harmful to security, Supervision : - Interception of communications * Cooperation with foreign
documents, records, or other materials performing its functions. This includes or influencing events or the actions of Ministerial, Parliamentary via the PJCIS, and by the IGIS. outside Australia without a warrant. intelligence agencies. : / \
relevant to their investigations, power to access to classified information and people or organizations outside Reporting | _ - Cooperation with foreign agencies. * Provision of protective security to Australian Transactions Reports and Analysis Centre (AUSTRAC)
receive and investigate public interest intelligence reports from other agencies | aysralia. Cooperation with foreign Reports to Fhe IGIS, who OVETSEEs the legality anq propriety Immunities government and industry. Purpose: Intelligence collection and analysis, regulatory oversight, international cooperation, education and
disclosures (whistleblowing) about within trlme. NIC. agencies. of the activities of all Australian intelligence agencies and . Officers are not personally liable for Immu.nltles _ outreach.
wrongdoing within intelligence agencies. The Immunities Immunities provides information and briefings to the PJCIS, acts done in good faith in the exercise - Officers are not personally liable for Powers: Banks, casinos, remittance providers must submit various reports to AUSTRAC, including threshold
IGIS can also recommend protection for SN @HERS Elie O MEAIEES S [t ASD officers are not personally liable for _ : : . or purported exercise of powers under acts done in good faith in the > transaction reports , suspicious matter reports, and international funds transfer instructions.
whistleblowers from reprisals. personally liable for any loss or Qamage acts done in good faith in the exercise or NB: The DIO is not a statutory body it operates in the the Act. exercise or purported exercise of Immunities: Officers are not personally liable for any loss or damage caused by anything done in good faith in
Immunities suiiered by a person irom anything purported exercise of their powers under Defence Department under the DIO Mandate. - This protection extends to tortious powers under the Act. the exercise or purported exercise of their powers
IGIS officers are not personally liable for any done in good faith in the exercise or the Intelligence Services Act 2001. The (causing harm or loss) or criminal acts  Erieeien e (6 e s Secrecy: Officers, employees, and contractors. It prohibits unauthorized disclosure of information obtained in
loss or damage (including defamation) SLPOTE SHRENEe Ol e pOTTEr: Minister for Defence can authorize ASD provided they are done in performing i"g h | iinal the course of their duties, except in specific circumstances authorized by the Act.
caused by anything done in good faith in the under the ONI Act as long as their officers to engage in activities that would = functions and with a genuine belief (causing narm or 0ss) or eriming \Annual Report /
exercise or purported exercise of their actions are not malicious, reckless, or otherwise be unlawful in Australia if they that they are lawful. aleits [pL@ete sy 21 Glars I
powers under the IGIS Act. outside the Scope O.f their authorlty. ) are necessary for performing ASD : ) : ) ) o The Minister may authorize activities performing functions and with a
Secrecy Exerr_lpt from the Privacy Act but subject | 5 1tions. Exempt from the Privacy Act Australian Geo-SpatlaI Intelllgence Organlsatlon (AGO) that would otherwise be unlawful in genuine belief that they are lawful. .
It is an offense for IGIS staff to divulge to Privacy Rules and the PSPE but subject the PSPF Purpose Australia if they are necessary for Secrecy Australian Border Force (ABF) @
information obtained in the course of their Sgcrecy _ Secrecy GEOINT including researching, collecting, analysing, managing, maintaining and performing ASIS functions. It is an offence for anyone to disclose Purposg: Border Protection and security, immigration and customs enforcement, counter terrorism and trade
duties, including in relation to complaints Itis an offence for ONI officers, It is a criminal offense for current or disseminating geospatial information to support Australia's defence and national Secrecy information obtained in performing facilitation
and investigations. employees, or contractors to divulge former ASD officers, employees, or security interests. It is a criminal offense for current or functions, relating to the identity of Powers; Questioning and detention, search and seizure, arrest and use of force, controlled operations,
Supervision without lawful authority information contractors to divulge information Powers former ASIS officers, employees, or officers of ASIO operational methods access to information, immigration detention and maritime powers. Subject to review by the National Audit
Works closely with, and reports regularly to, obtained performing ONI function, relating to ASD's functions or SIO’s, Access to a wide range of geospatial data and imagery sources, including classified contractors to divulge information or capabilities and or special Office and some decisions reviewable by the Administrative Appeals Tribunal
the PJCIS, which can request IGIS inquiries information that could identify an ONI information that could identify an ASD and sensitive information. utilizes advanced technologies, such as satellite imagery, regarding its activities including intelligence operations. Exempt from Immunities: ABF officers are generally protected from civil and criminal liability for acts done in good faith
into operational activities. employee, agent, or source of employee or agent and operational aerial photography, and remote sensing, to collect and analyse geospatial data. information obtained performing ASIS the Privacy Act but subject the PSPF while exercising their powers under the law. ABF officers are authorized to use reasonable force when
The D-G of IGIS is appointed and can be information, operational methods or methods or capabilities of ASD. It is a Collaboration with other intelligence agencies, both domestically and internationally. functions, identities of ASIS officers or Supervision b necessary to perform their duties, such as detaining individuals, conducting searches, or preventing escapes.
removed from office by the Governor- capabilities of ONI and Information criminal offense to disclose information Under specific circumstances and with a warrant, AGO officers may enter premises sources, and operational methods without The D-G is abpointed by the Governor- ABF officers are indemnified for any legal costs or damages awarded against them for actions taken in good
General on the grounds of misbehaviour, communicated in confidence by another | 4t would prejudice an SIO, reveal its to install, maintain, or operate equipment for collecting geospatial information. lawful authority. Exempt from the Privacy General on rggommend);tion of the PM faith while carrying out their duties.
incapacity, or bankruptcy. agency. existence, or identify individuals Immunities Act but subject the PSPF and exclude the I e Secrecy:ABF officers and other entrusted persons are prohibited from disclosing operational details,
Reporting Supervision " involved. AGO officers are not personally liable for loss or damage caused by anything done identity of Australian citizens from its O . intelligence, investigation methods, personal information of individuals, and information that could compromise
The IGIS is required to submit an Annual The ONI can be scr_utlnlzed by the Supervision in good faith in the exercise or purported exercise of their powers under the Act. reports see ASIS Privacy Rules. L::der of tHe Oq osition orlsecunt national security or prejudice law enforcement activities unless authorized by law or for a permitted purpose,
Report to Parliament outlining their activities, PJQIS, may be sgbject to performgnce Required to brief the Leader of the Protected from trespass when acting under a warrant. Exempt from the Privacy Act Supervision e e prhe ASIO Act sets )c/>ut anual Report /
findings, and recommendations. This audits by the Auditor General and is Opposition on security related matters. but subject the PSPF The D-G is appointed by the Governor controls use of powers. Warrants are
reporting ensures transparency and subject to the Public Interest disclosure The PJCIS can inquire into ASD's Secrecy general on recommendation from the PM. ssued by iud ez there is Inspector-
accountability in the oversight of intelligence M operations, review its budget, and It is an offense for AGO officers, employees, or contractors to divulge without lawful Required to brief the Leader of the General )i/njvesgtiga’ntive and revFew Commonwealth Ombudsman
agencies. Interface with PJCIS: IGIS may Reporting _ assess its compliance with the law. The authority information obtained performing AGO's functions, relating to the identity of Opposition on security related matters. nowers, the PJCIS has power 1o review Control: Responsible to the Prime Minister but operates independently and reports to Parliament.
inquire at PJCIS request and provide a Ulie [DHE U I € el conducts performance audits of the AGO officers or sources of information and/or methods or capabilities of AGO for SIOs must be authorized by the Minister and rep’ort. The IGIS oversees ASIOs Powers: independent administrative oversight of the AFP, ACIC, AUSTRAC and ABF, investigating complaints and
written response subject to security limits; Rep'ort to the Prime Minister covering Auditor-General ASD to assess its collecting, analysing, or communicating GEOINT. for Foreign Affairs. The IGIS oversees activities and investigates complaints. systemic issues concerning the legality, reasonableness and procedural fairness of their actions, and conducting
IGIS briefs PJCIS at least annually Ole S achwtuzs, perfﬁ]rm?nce, .aTd use efficiency, effectiveness, and compliance Supervision ASIS's activities and investigates R : statutory inspections of coercive and surveillance powers (particularly for AFP and ACIC). The role is review and
.?.hreeSD?g?sttlgrlirﬁ P Jec;gaanﬁfagf srrm'ce with financial management practices. Actions are exercised by the D-G of AGO. AGO's activities are subject to oversight complaints. The PJCIS reviews ASIS's ep°”'“9 accountability, not operational control or merits review and not National Security related issues covered by the IGIS.
Reporting by the IGIS and the PJCIS. These bodies can investigate complaints and hold AGO operations and reports to Parliament. ASIO must issue an Annual Report to Secrecy; Secrecy obligations apply to specific nature of their work and the need to balance confidentiality with
each calendar year Provides an Annual Report to the accountable for any abuses of power or unlawful activities. Reporting the Minister regarding activities, transparency and accountability. Annual Report
Minister for Defence which (with Reporting ASIS is required to provide an Annual performance and compliance with the
redactions) is tabled in Parliament. The activities of the AGO may be included in the annual report of the PJCIS and or report to the Minister, detailing its act.

Qvides briefings and reports to the Defence. (ctivities, including the use of its powers./
PJCIS. /
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INSLM: Independent National Security Legislation Monitor Act 2010 Surveillance
[ [ [ e
Au stra I I a n N atl O n a I Sec u rl ty @ \. \ c | dd AG e G I ABF: Australian Border Force Act 2015 ONI Office of National Intelligence Act 2018 (O an agency entitled
i I - orney- sGenera
Patrick Fair ontrol and direction oaccess
- ' g elecommunications
Ag encies ASSOCIATES UDNFVII'E\I!ngl\“( D-G Director-General AFP: Australian Federal Police Act 1979 Cybercrime: Criminal Code Act 1995 metadata for relevant
Operational supervision GEOINT Geospatial intelligence ASIS, ASD, DIO and AGO: Intelligence Services Act 2001 Foreign influence Transparency: Foreign influence Transparency Scheme Act purposes without a
and oversight o ol 2018, Criminal Code Act 1995 (see Schedule, Part 5.2, Division 92) warrant.
H H - ic i : H H H H uman inteilligence
= Disclaimer: This is a hlgh-|€V€| Overview Only- Slgmﬁca nt pOtentla”y HUMINT J ASIO: Australian Security Intelligence Organisation Act 1979 | Foreign Fighters: Criminal Code Act 1995 (see Schedule, Part 5.3, Division .
relevant detail is missin Patrick Fair is an Industry Professor at Deakin University - NIC National Intelligence Community: 104) 02@ an agency entitled
& Regulatory oversight and ACIC, AFP (intelligence functions), AGO, AUSTRAC: Anti-Money Laundering and Counter-Terrorism Interception and Metadata retention: Telecommunications (Interception and to request technical
- ASIO, ASIS, ASD, AUSTRAC (intelligence Fi ina Act 2006 A ) Act 1979 >4 :
= Please advise any corrections/developments that you notice to patrick@ patrickfair.com A functions), DIO, Department of Home o == assistance, require
Affairs (intelligence functions), ONI Commonwealth Ombudsman: Ombudsman Act 1976 Maritime Security: Maritime Transport and Offshore Facilities Security Act 2003 tech?lcal ?Cciassho.r thle
. : : : : : ’ _ . — _ : — creation of a technica
Explanation and new versions available at www.patrickfair.com Body with intelligence SIGINT T DIO and AGO: also the Defence Act 1903 Security of Critical Infrastructure: Security of Critical Infrastructure Act 2018 capability to assess digital
n i imi Foreign Investment Review Board: Foreign Acquisitions Surveillance: Surveillance Devices Act 2004 information related to
Published by Technology Law Pty Limited. related purpose SIO Special Intelligence Operation and Takeovers Act 1975 communications.
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https://www.afp.gov.au/about-us/governance-and-accountability/annual-report
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